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Agenda

• Introduction: 
Who, When, What, Why? 

• Background: 
What is AD FS? 

• APT29: 
History of AD FS Attacks 

• APT29: 
Nobelium's MagicWeb 

• W/Labs: 
SilentWeb & Detection
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• Security Consultant at WithSecure 
- My opinions are my own and don’t represent my employers

• OS Security, Build Reviews, Thick Clients, Compiled Software, 
Code Review, Reverse Engineering, Logic Bugs, Tool 
Development... NetSec

• OSMR, CRTO, OSCP, CPSA, S7, OST2… 

• BSides, DC4420, x33fcon, Beacon C2, BalCCon... 

• Research, Haxxing, Repeat 

Who?
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• Client project with an ex-college (Matt L) Circa Jan 2023 

• Build + Config reviews of AD FS + MSSQL servers

• MSSQL Servers not treated as Tier 0

• Documentation suggests AD FS servers should be treated as Tier 0 

• What about MSSQL Servers ???

• Gut feeling there was more abuse that could be possible

When, What, Why?



INTERNAL

AD FS MSSQL Configuration Store Compromise
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Background:
What is AD FS?

Enables Federated Identity and Access Management. AD FS enables the 
ability to use SSO within a single security or enterprise boundary to 
Internet-facing or internal applications.
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Tier Model ? 

https://learn.microsoft.com/en-us/security/privileged-access-workstations/privileged-access-access-model

Identity, AD DS, Domain / 
Authentication Controllers

https://specterops.github.io/TierZeroTable/

Standard users, workstations, etc. 

File servers, server administrator 
groups, servers themselves, etc.

https://learn.microsoft.com/en-us/microsoft-identity-manager/pam/tier-model-for-partitioning-administrative-privileges
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Bit more complicated than 0,1,2

https://learn.microsoft.com/en-us/security/privileged-access-workstations/privileged-access-access-model
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Federated Authentication
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OWA + AD FS 
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WID vs MSSQL

WID MSSQL

MSSQL "lite" MSSQL server(s)

On the Primary / Secondary AD FS High Availability

No token replay detection 100 + trust relationships

Limited to 30 federation servers
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Microsoft.IdentityServer.*.[dll][exe]
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Claims ?

An issuance 
statement

Condition 
block

Attribute Store 
to query

Type to accept

Type to query

Type to accept
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APT29:
History of AD FS Attacks

All roads lead to Golden SAML 
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Solorigate Compromise

https://www.microsoft.com/en-us/security/blog/2021/01/20/deep-dive-into-the-solorigate-second-stage-activation-from-sunburst-to-teardrop-and-raindrop/
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FoggyWeb

https://www.microsoft.com/en-us/security/blog/2021/09/27/foggyweb-targeted-nobelium-malware-leads-to-persistent-backdoor/
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Legitimate SAML Flow 

https://www.sygnia.co/threat-reports-and-advisories/golden-saml-attack/
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Golden SAML (And its detection opportunity)

https://www.sygnia.co/threat-reports-and-advisories/golden-saml-attack/
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APT29:
Nobelium's MagicWeb

AD FS Claim Transform Backdoor

The cool stuff 



INTERNAL https://www.microsoft.com/en-us/security/blog/2022/08/24/magicweb-nobeliums-post-compromise-trick-to-authenticate-as-anyone/
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Microsoft.IdentityServer.Diagnostics.dll
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.NET Debugging QoL 

https://learn.microsoft.com/en-us/dotnet/framework/debug-trace-profile/making-an-image-easier-to-debug
https://github.com/dnSpyEx/dnSpy/wiki/Making-an-Image-Easier-to-Debug
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dnSpyEx – Easy Patching 
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Public key token

Generate RSACryptoServiceProvider key

Extract public key

Display the public key
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Apply Strong Name Key
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Modify GAC pt1
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Modify GAC pt2

C:\Windows\AD FS\Microsoft.IdentityServer.Servicehost.exe.config
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W/Labs: 
SilentWeb::OverView

AD FS Claims Engine Poisoning
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Prerequisites

FoggyWeb (APT29) MagicWeb (APT29) SilentWeb (W/Labs)

Requires foothold on AD FS server (Tier 0) Requires foothold on AD FS  server (Tier 0) No AD FS foothold needed (MSSQL)

Requires Administrator access to AD FS Requires Administrator access to AD FS Relatively unknown vector

Requires DLL search order hijack Requires modifying GAC (Non-Microsoft) Lack of monitoring 

Relatively complicated Trivial to execute
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https://learn.microsoft.com/en-us/exchange/using-ad-fs-claims-based-authentication-with-outlook-web-app-and-eac-exchange-2013-help#step-3---create-a-relying-party-
trust-and-custom-claim-rules-for-outlook-web-app-and-eac
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Claims ?

An issuance 
statement

Condition 
block

Attribute Store 
to query

Type to accept

Type to query

Parameter to 
pass
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Claim Engine
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Backdooring Issuance Transform Rules
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• No AD FS server compromise required

• No need for the X509 token signing certificate

• No accessing the DKMS private key

• No token forgery required 

• Pure TSQL 

• MSSQL UPDATE statements are rarely audited

Why so stealthy
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W/Labs: 
SilentWeb::Demo

Demo
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W/Labs: 
Detection of SilentWeb

Possible detection avenues
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WID / MSSQL Attacks 
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Audit on Policies UPDATE 
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Client application_name

Client host_name

UPDATE statement

Info Leak
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• `application_name` and ̀ host_name` attributes of the UPDATE statement event logs disclose the connecting application name 
and the hostname of the connecting box 

• E.g. impacket’s mssqlclient.py results in a pseudo-random application_name (e.g. NVdUvkbr) and host_name (e.g. DGEXLSaM)

• Other clients will have the library / client name (e.g. pymssql=2.2.11) (SSMS e.g. .Net SqlClient Data Provider)

Potential high-fidelity detection opportunities 
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Also treat the MSSQL configuration store as tier 0!

https://learn.microsoft.com/en-us/windows-server/identity/ad-fs/design/best-practices-for-secure-planning-and-deployment-of-ad-fs
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• https://troopers.de/downloads/troopers19/TROOPERS19_AD_AD_FS.pdf 

• https://www.praetorian.com/blog/relaying-to-adfs-attacks/

• https://aadinternals.com/talks/Eight%20ways%20to%20compromise%20AD%20FS%20certificates.pdf

• https://threathunting.dev/resources/raw/20210924_AttackingandDefendinghybridAD_BsidesSG_2021.pdf

• https://www.hunters.security/en/blog/adfs-threat-hunting

• https://www.hunters.security/en/blog/adfs-threat-hunting-2-golden-saml

References
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• I'm still looking for actual samples of MagicWeb

• Microsoft didn't release hashes 

• Samples that aren't behind an NDA 

• If you or someone you know is feeling generous 

• Microsoft.IdentityServer.Diagnostics.dll

• magicwebsample at protonmail dot com

• scan the QR get the email 

Call for help
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